Company: Prometheus Deutschland GmbH (Member of the Puerto Fantasia Group)
Job Opportunity: IT Systems & Security Manager

Location: Germany

Department: IT & Digital Infrastructure

Reports to: Director of IT & Digitalization

Type: Full-time | Management Level

Start Date: As soon as possible

About Us

Prometheus Deutschland GmbH is the digital, legal, and financial headquarters of the Puerto Fantasia Group -
a global developer of visionary resort destinations. From our base in Collenberg, Germany, we coordinate all
technology infrastructure and information security measures for operations across Europe and Asia. We work
with state-of-the-art systems to support innovation, resilience, and growth.

Your Role

As IT Systems & Security Manager, you will be responsible for the stability, performance, and security of the
company'’s IT infrastructure in Germany and beyond. You will ensure smooth operations of systems and
networks, implement cybersecurity measures, and work with internal teams and external partners to maintain a
scalable and compliant IT environment.

Key Responsibilities
« Manage the company’s IT infrastructure (servers, workstations, network, cloud environments).
« Monitor and ensure cybersecurity across all systems (firewalls, antivirus, backups, access control).
« Implement and enforce IT policies, standards, and best practices (incl. data protection and GDPR).
+ Evaluate and introduce new tools and technologies to improve performance and efficiency.
+ Provide first and second-level IT support for the German headquarters.

» Manage vendors and service providers for hardware, software, and cloud services.



* Support audits, risk assessments, and compliance reviews in coordination with internal stakeholders.

+ Coordinate with international IT counterparts across the Puerto Fantasia Group.

Requirements
« 5+ years of experience in IT system administration, infrastructure, or cybersecurity.
+ Deep knowledge of Windows and Linux environments, network configuration, and cloud services.
+ Familiarity with data protection laws, cybersecurity frameworks, and IT governance.
* Hands-on experience with IT documentation, incident response, and business continuity planning.
* Fluentin German and English (spoken and written).
« Degree in Computer Science, Information Technology, Cybersecurity, or related field.

+ Certifications such as CompTIA Security+, Microsoft, or CISSP are a plus.

What We Offer
+ A strategic management role in a high-impact international environment.
+ Responsibility for the digital backbone of a globally growing hospitality group.
+ Flat hierarchies, agile decision-making, and a modern tech stack.
* Hybrid working options and a supportive team in Collenberg, Germany.

+ Competitive compensation and long-term development opportunities.

How to Apply:

Online Application Process: You can also submit your application via the official application form on our
website. Apply here

Please send your resume and a short motivation letter (in English) to: careers@puertofantasiagroup.com

Subject: Application - Director of Resort Operations & Leisure Management


https://puertofantasiagroup.com/careers/application
mailto:careers@puertofantasiagroup.com

